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Abstract 
COVID-19 pandemic warranted the rapid development of applications 
and innovations in the field of information systems and technology 
during the pandemic. Apart from development, the pandemic’s 

unpredictability and global geopolitical intricacies have shaped up the design 
and implementation of such technologies. Moreover, there is an urgent need 
of ascertaining roles and responsibilities shared by information technology 
professionals so that they may effectively utilize their expertise. This paper 
examines the concurrent deployment of the Internet of things (IoT) and 
information system tools that were employed to assist people from all 
sectors to curb the spread of COVID-19. It also categorizes the various IoT-
based devises such as smart thermometers, smart helmets inbuild with smart 
glasses, individual smart glasses, IoT-Q-Band, Easy band, IoT-based 
Proximity Tracer, Drone Things (IoDT), IoT buttons, Smartphone 
Applications based on IoT, etc. to manage the COVID-19 pandemic.  
Furthermore, the paper highlights challenges faced in the process of 
technology design, development, and its application. It provides a platform 
that directs and promotes future research in the light of existing challenges 
and future trends. Based on the discussion of this article, researchers on IoT 
and information technology can prepare them for the upcoming pandemics, 
ahead of time. 
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1 Introduction 
Not a single life on earth reportedly went unaffected from the adversities of COVID-19. Be it 

loss of valuable lives or trickled down yet palpable economic effects, the sufferings are 

immeasurable, to say the least. Luxury aside, the institutions providing core necessities—hospitals, 
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schools, businesses, transportation—went through unprecedented crises. In the ongoing dire times, 

the support provided by Information technology (IT) must be lauded. Online education, remote 

working, and telemedicine undoubtedly offered much-needed, rather essential, life-support in 

digital form [1].   Not only it help to curb the spread of the virus [2], IT also promises to evade the 

devastations of any unforeseen future pandemics. 

As a silver lining, the pandemic opened up the gates to vehemently investigate the possible 

advancements in pre-pandemic IT solutions. As a result, an immense rise in both the production 

and usage of digital technologies is recorded; it includes but is not limited to the development of 

online work practices, high-fidelity information management, and faster communication protocols 

[3]. Another commendable feat of IT professionals is highlighted in [4], where the author points 

towards the high transition and adaptation speed from in-person activities to their online 

alternatives. The effectiveness of some of the alternatives has hinted towards their full adaptation 

even after the end of the pandemic. This adaptation is supported by some earlier claims in the pre-

COVID-19 world reporting the important role information technology along with information 

systems (IT/IS) had been playing in healthcare, emergency response, risk management, clinical 

decision support, and web-based educational tools [5,6]. 

The concerted efforts of various IT/IS professionals are crucial in fighting pandemic 

encompassing ventures as broad as vaccine development [7]. Their role in contact tracing and 

predicting spread patterns is evident too. Another avenue, where the hard work of IT/IS 

professionals often got overlooked is protecting hospitals from ominous cyber-attacks [8]. Despite 

the widespread IT-related applications, a lot needs to be done. Especially with regards to preparing 

ourselves for the next big calamity, by leveraging the tools we developed in the process and 

experience we obtained on rapid crises response, remote operations, smart decision making, virtual 

task-force management, and big data analysis. 

Essentially pandemic has demanded a few major alterations in the design, development, and 

implementation of existing information systems and technologies (IST) [3]. The researchers in 

collaboration with practitioners can work towards the maturity of emerging IST such as contactless 

commerce, face recognition while wearing masks, and extending test & trace topologies to other 

virus portfolios. Moreover, they can also address privacy concerns by introducing high-end data 

security protocols. Other domains where IT/IS professionals can contribute include crowdsourcing, 

deliberate data donation, AI-driven supply chains, and breakthroughs in online education. At the 

institutional level, scholars seek to transform the public health sector from being reactive to 

proactive. This can be achieved by doing real-time surveillance without breaching privacy 

requirements. The pandemic also revealed that most of the organizations exhibit little to no 

preparation in handling a sudden disruptive event. This realization indicates the need of 

redesigning organizational structures to enhance crisis-driven agility and mitigate crisis-revealed 

fragility. The changes IT scholars can trigger in an individual’s life are by empowering everyone to 

discern and distinguish between actual happenings and fake news. Fact-checking platforms shall be 
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introduced and made available to the masses to stem the infodemic. Reference [9] investigates the 

challenges researchers can face in providing enhanced IT solutions aimed at transforming work, 

education, and life. 

This paper aims at streamlining the ongoing technology integrations from the perspective of 

data management. It highlights possible dimensions in which IST researchers can contribute to 

effectively fight the remnant threat of COVID-19 and to ward off the dangers of any upcoming 

disruptive event of this scale. 

2 Information Technology-based Solutions 
In this paper, a data-people-system framework proposed by [10] is used to estimate the role 

of deployed IT solutions in reducing COVID-19 socio-economic impact. It provides a 

multidisciplinary roadmap to manage chronic diseases. Since pandemics are more serious and 

challenging in terms of their impact and scope, the proposed framework solicits further extensions. 

As of now, the framework is composed of three main components:  

(1) Health data extraction, integration, and delivery  

(2) Inter-functionality of disparate systems  

(3) Public awareness and guidance tools.  

This work investigates the opportunities and challenges which IT/IS professionals can 

further explore in the light of the data-people-system framework. It covers the discussion relatable 

to IT/IS scholars published in reputable news websites, white papers, blogs, and academic literature 

in an attempt to identify their possible contribution to fighting COVID-19 variants and the looming 

threat of any future pandemic triggered by natural cause or bioterrorism. 

The pandemic has highlighted the fragility in our existing health systems demanding a 

complete redesign of the health sector by transforming it from being reactive to proactive. In 

proactive systems, data will be made available to decision-making authorities in real-time with 

high accuracy and low latency enabling rapid response to curtail emergencies. The ongoing 

challenge of dealing with the pandemic is unprecedented in the sense that its variants are 

unpredictable and thus estimating their contagiousness beforehand is preeminently beyond 

determinism. This is the reason that different governments have deployed their national strategies 

to limit its spread. Their efforts and schemes have been evolving continuously, indicating the 

underlying fluid nature of the virus response. This makes it clear that information-driven, 

coordinated efforts are still required to combat the virus and its emerging variants. 

During the ongoing hype of Artificial Intelligence (AI), it is pertinent to utilize AI and its 

derivative technologies, including machine learning, complex pattern recognition, and deep 

learning. Essentially, it has been used in the detection and diagnosis of disease, rapid drug 

development, and now in optimizing supply chain vaccine delivery [11, 12]. In addition, AI tools are 

repurposed to implement effective contact tracing and reporting social distance violations [13]. Big 

data analytics—an offshoot of AI—is using travel history data of vulnerable people to identify high-

risk locations mark them on available maps. All of it is achieved in real-time and more importantly 
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while ensuring user’s privacy. To do so, governments have installed end-to-end encryption 

protocols to reduce privacy-related concerns. However, a huge chunk of the population is still 

skeptical about how the information can be used. Taiwan, for example, has used big data analytics 

fed by a person’s clinical visits, travel history, and reported symptoms to identify suspected 

patients and generate alerts to protect others [14]. 

As a terminal device to put all algorithms in action, smartphones are surfaced as the best 

option. The capabilities that a smartphone possesses enable it to easily track and trace a user’s 

movement. The same device can be used to alert people from visiting hotspots and connecting 

them in both social and professional circles. The trend of online shopping and e-commerce show 

immense potential and reportedly it saved, along with many other factors, quite a probable crash of 

stock markets [15]. On the avenue of application development, various apps are being launched at 

the government level. In the US, the National Science Foundation-funded researchers at Princeton 

University to update smartphone firmware enabling a secured proximity tracking app for health 

officials, whereby location data is to be saved only on the user’s phone and will be made available 

for analysis on user’s consent. Once the patient is diagnosed with the virus and the data is retrieved 

by health officials, they can perform the contact tracing and identify vulnerable people in the 

patient’s recent contacts. Subsequently, the health officials can generate an alert to the suspected 

patients to quarantine and direct them to take the rest. The same strategy has been implemented in 

various countries worldwide [16]. 

Other than data collection, filtering, training, and testing, High-Performance Computing 

(HPC) infrastructure is another important resource to consider for COVID-19 related big data 

analytics. To prevent the overloading of existing computing power, the COVID-19 HPC Consortium 

has been established to allocate a specific computing power to deal with incoming COVID-related 

data. It includes both public and private entities including the US Department of Energy, and IBM 

[17]. In another multidisciplinary example, drones are used to supply medicines, patrol public 

spaces, and track violations of stay-at-home rules, if the law of that state/country allows [18]. 

Similarly, direct surveillance enabled by IoT can be employed within the lawful provisions [19]. 

Smartphones, smartwatches, and health bands have made health monitoring efficient and easily 

accessible. A COVID-19 patient, in particular, can be marked and his health-related data—oxygen 

levels using SPO2 sensors, temperature, heart rate—can be regularly measured and uploaded to the 

hospital server for observing the trends and treatments. The ID of the person can be essentially 

encrypted, and the subject may be used as the source of data collection with his/her consent. 

However, in case of emergency, prompt assistance could be sent to the GPS location of the patient 

[14]. A little more restrictive but efficient way to curb the spread of COVID-19 would be to monitor 

the quarantine period of a suspect using IoT trackers. Such restraining methods can only be 

implemented with the voluntary participation of suspected and infected citizens [15]. Figure 1 [61, 

14-19] summarizes the technologies associated with each center and where the interplay among 

them becomes advantageous 
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Figure 1: Summary of deployed COVID-19 solutions layered in Data-System-People framework. 
 

3 Challenges Faced During the Covid-19 Pandemic 
The pandemic has highlighted severe fragility in the rapid response of the public health 

system, whereof the lack of coordination among data, people, and systems surface to be the prime 

cause of delay in providing an effective response [10] Precisely, a discrepancy in the system 

standards and data formats has been revealed across the different parts of the globe, impeding the 

implementation of a universal policy plan. An active and vibrant connection between field medical 

practitioners and policymakers is envisioned to avoid a delayed response, in case a similar scenario 

arises in the future. The pandemic has also highlighted the crucial role epidemiologists could play 

in determining and then probably molding the course of the pandemic, which in the past has been 

somewhat overlooked. In the wake of rising misinformation about vaccines' effectiveness and side 

effects, the formation of a science-and-data-backed trusted body becomes the need of the hour at 

both local and international levels. 

Employments of technology to combat the epidemic pose numerous problems. Because of 

the unique nature of the COVID-19 pandemic, strong coordination of interconnected devices, 

individuals, and technologies [10] is required to support collaborative efforts in combating it. 

Historically, public health authorities and healthcare providers have not used the same 

technologies, file formats, or protocols, making it difficult to see trends and devise pandemic-

fighting actions. To better comprehend the emerging epidemic and make collaborative decisions on 
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how to address it, public health experts, public health officials, and government officials must be 

interconnected via integrated systems with connected data. Because people are so important in the 

fight against COVID-19, it is critical to use new and integrated technology to connect, manage, and 

support numerous stakeholders. 

3.1 Systems with Integrated Technologies 
It has been established that one technology single-handedly cannot tackle the problem 

humanity is facing. It must be a concerted effort of multiple state-of-the-art technologies including 

AI, blockchain, IoT, and big data analytics. As of now, most systems are underutilizing the 

privileges each technology has to offer due to the unavailability of unified standards and systematic 

framework. Severe challenges in the supply chain of vaccines are observed which could be 

conveniently avoided if integrated-technology-driven supply chain schemes are put in place. 

Interoperability of the available data is crucial in developing integrated technologies. It has been 

reported that some sources are well-structured, and credible, whereas, some of them stem from 

misinformation [21]. It is pertinent to ensure data security along with credibility. The responsibility 

falls on the shoulders of leading technology firms, governments, and health service institutions, 

where they must be able to formulate necessary protocols, standards, and data formats while 

keeping all stakeholders in the loop. 

In the past two decades, IST researchers have proposed technology integration at the 

institutional level with clear tangible advantages [22, 23]. Specifically, in the backdrop of ongoing 

crises, scholars have examined frameworks of embedded technologies providing crisis management 

and emergency rapid response [24]. However, this time the challenge is bigger than ever. It is not 

limited to proposing institution-level technology integration anymore; the research community is 

seeking global solutions, hence creating enormous opportunities. Collaboration is the key where 

various technologies come together synergistically to address the problem that is too big for a 

single technology. 

3.2 Implementing Systems with Integrated Technologies 
In the ongoing age of volatile information, numbers are prone to change in real-time. Trends 

are difficult to ascertain with conventional statistical tools soliciting the need for data curation. 

Nonetheless, some clear patterns emerge to limit the spread of the virus. These patterns can 

culminate in the worldwide accepted best practices and must be willingly adopted by the masses. 

The first lockdown was reported in the epicenter of the virus, Wuhan, appearing then as an 

extraordinary and strict measure. Later, to some extent, almost every nation has imposed 

lockdowns of different levels of severity. A practice, first criticized, was later implemented 

worldwide. 

Apart from the government-level activism, running awareness campaigns of best practices 

and hunting down misinformation has become challenging. Especially after the rollout of vaccines, 

even credible news outlets are seen divided on the interpretation of the data they are receiving 
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from the hospitals. At this point, information curation (a rising field of IT) and knowledge 

management become essential to mitigate the hazards of shallow reporting of data [10]. Another 

concern surrounding knowledge management is accessibility. The benefits of sharing data include 

more accurate diagnostic and prediction tools, efficient decision-making support systems, cross-

fertilization of ideas, and acceptance of best health practices [25, 26]. Nonetheless, the accessibility 

concern is two-fold; first, the shared information must be trustworthy, second, it reaches the safe 

hands where data-security issues are non-existent. As an example, to this date, it has been widely 

reported that many countries, including China, have underreported the total number of cases. An 

air of mistrust exists among nations due to political differences which make data-driven sharing 

more challenging. However, if the technology-driven global regulatory framework is enforced that 

monitors both authenticity and security of shared data. At the private level, without the 

intervention of any state-level regulatory body, online communities have been formed on social 

media platforms to share the well-being habits of COVID-19 inflicted societies including protective 

hygienic practices, recovery tactics, and mental health care [27, 28]. People have actively engaged 

in sharing their productive lockdown activities instigating other members to follow such trends and 

hence initiating a chain of cyclic healthy practices [29]. 

The negative consequences of data accumulation and sharing are under discussion among 

IST researchers [30]. Some of the app developers rushed to the development of contact tracing apps 

which might jeopardize the spread and acclamation of safe and well-regulated apps. These 

privately owned apps are both pervasive and invasive [31] Users also fear that contact tracing apps, 

albeit essential for the ongoing dire times, might later serve as surveillance tools in the hand of the 

government agencies severely breaching the privacy of individuals enacted by the law of many 

democratic countries. Moreover, the risks of breaching and selling data have been pervasive. Large-

scale privacy checks and global encryption might offer the solution to this challenge [32], however, 

their implementation at the international makes the problem more challenging. Systems developed 

in the name of ethical hacking have been used to test the fidelity of the encryption used by local 

governments which are found to be vulnerable at several points [33]. Although some researchers 

have encouraged offering flexibility in privacy laws to save human lives, the topic is still under 

debate as others are reluctant to compromise on privacy concerns [34]. The lack of consensus has 

insinuated the intervention of global powers in establishing privacy guidelines weighing both the 

health and privacy concerns of citizens [35]. 

In action, contact tracing apps are effective in identifying the bubble of infected people and 

hence mitigating the further spread of the virus. However, security trust issues are rife among the 

populace with regard to contract tracing which requires the immediate attention of policymakers 

[36]. In Europe and the USA, the use of contact tracing apps is voluntary, to abide by their 

respective constitutions. In countries, however, where the culture of collectivism is adapted, the 

use of such apps is deemed mandatory. Yet the statistics report that at least 60 percent of the 

people must be actively reporting their contacts to see encouraging results of using such apps [37]. 
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There is a need for behavioral change in skeptical citizens by introducing a technology-enabled 

trust mechanism that ensures across-the-board equity, transparency, security, and privacy [38, 33] 

3.3 Integrating the System with Human Behavior 
At a first glance, this challenge looks intimidating. Human behavior is generally linked with 

human expression and independent will. And consequently, people raise concerns that reshaping 

human behavior is analogous to limiting free will. However, the critiques fail to recognize that rules 

and regulations are already in action to refine various aspects of human behavior. Similar practices 

need to be implemented in regulating integrated information systems. Several cases of 

misreporting of COVID-19 symptoms have been reported which pollute the data endangering the 

overall analysis of received data. Algorithms can be invoked while data collection to filter out the 

fraudulent information, however, it needs the collaboration of IST professionals with behavior 

scientists [39]. Ironically, all big tech companies, Facebook, Google, TikTok, Snapchat have faced 

multiple cases of cybercrimes, most of which can be narrowed down to unchecked human behavior. 

A similar irresponsible attitude of users is reflected when they use apps related to COVID-19. 

To understand the underlying cause behind such behavior and its possible solution, many 

theories and models are investigated including innovation diffusion theory, technology acceptance 

model, health belief model, and social cognitive theory. The response of COVID-19 related apps 

users can be analyzed with these models not only to spot the anomalies but also to identify the 

regions of untrustworthy information. Incentivized surveys can be used to obtain representative 

cases and further guidelines of reshaping human behavior can be published [10]. These ideas, 

inevitably, fringes into the field of behavioral sciences, however, at this stage the cooperation of 

these two fields would prove instrumental in gathering reliable data. 

As more COVID-19-related systems are produced, incorporated, and used by governments, 

companies, and individuals, it is critical to understand human behavior while developing, 

implementing, and using technology. Many efforts to battle the epidemic make use of recent 

advances in technology and ways to integrate multiple systems and technologies. However, we 

must recognize that people's technological misconduct may impair the efficacy of technology-

related intervention or precautions in managing the coronavirus outbreak. Scholars of information 

systems and technology can help by applying their knowledge of human behavior into the design 

and development of technology, resulting in more effective technology [39]. As more COVID-19-

related systems are produced, incorporated, and used by governments, companies, and individuals, 

it is critical to understand human behavior while developing, implementing, and using technology. 

Many efforts to battle the epidemic make use of recent advances in technology and ways to 

integrate multiple systems and technologies. However, we must recognize that people's 

technological misconduct may impair the efficacy of technology-related intervention or 

precautions in managing the coronavirus outbreak. Researchers of information systems and 
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technology can help by applying their knowledge of human behavior into the design and 

development of technology, resulting in more effective technology [39]. 

Another behavioral discrepancy is answered by the recognition of the digital divide; 

referring to uneven digital literacy and internet access in many underdeveloped parts of the world, 

which not only puts in question the extent of the virus spread in those areas but also indicates how 

much efforts are still required [40]. One can argue that this disparity of access is being rapidly 

mitigated. However, if the pace of technology evolution is factored in, the position evens out. In 

fact, [41] reports that with the advent and rapid spread of AI, IoT, and blockchain in developed 

nations, unequal opportunities and biases are further reinforced. This digital divide is also 

highlighted by [42] discussing how the digital divide impacts women, underprivileged people, and 

the elder population. Apart from technology infrastructure development in those areas, the 

fundamental change in human behavior is equally needed, such that people not only accept the 

technology but also use it and later contribute with their accurate responses. IST scholars can help 

in the development of awareness programs for this purpose. An example, discussed by [43], sets a 

precedent whereby researchers can utilize the current situation as an opportunity to formulate 

sustainable online health communities reducing rural-urban disparities and supporting vulnerable 

families. After the vaccination is rolled out, one of the biggest challenges is to induce trust among 

the masses about its safety and need. IST scholars can contribute by integrating behavioral studies 

within the disseminated IST tools with a dual-fold objective; to identify and remove false 

information, and to encourage people to get the vaccination at their earliest availability.  

4 IoT-based Solutions 
In recent years, IoT technology has risen in popularity in the healthcare industry, where it 

plays a key role in various stages of identifying and managing infectious diseases [44]. Due to the 

high frequency of COVID-19 in the ongoing pandemic, it is critical for patients to be connected to 

and followed by their doctors at various stages of COVID-19. This section presents the role and 

applications of IoT in managing  COVID-19. This can be done in three stages such as early 

detection, isolation, and recovery. 

Due to the high rate of infectiousness of COVID19, even asymptomatic patients can easily 

transfer the virus to others. Also, faster detection is critical during the initial phase of COVID-19 

early diagnosis [45]. The earlier a patient is identified, the better the virus's transmission can be 

halted and the patient can obtain proper treatment. In reality, by recording data from patients, IoT 

devices help speed up the identification process. This can be done by employing various 

instruments to capture body temperatures, obtaining samples from questionable cases, and so on. 

The second stage known as quarantine time [46] occurs after the patient has been identified with 

COVID-19 and therefore should be quarantined for the duration of treatment.  In this phase, IoT 

devices can remotely monitor the patients’ treatments and stay-at-home directives from the 

authorities. They can also maintain the spaces without interacting with people. Implementing 
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tracking wearable bands, disinfection devices, and other similar technologies are some of the 

examples of these types. 

 
Figure 2: Schematic representation of the IoT-based Pandemic Management 

 

Figure 2 shows the workflow process of IoT-based Covid-19 monitoring and management. 

This approach has been deployed where authorities use an IoT-enabled sensor device with a 

smartphone application to track the patients affected with Covid-19 during their isolation period of 

14 days. To avoid this, a new concept called social distancing is introduced by the World Health 

Organization (WHO). This procedure distances the affected individual from spreading the infection 

to others or from being re-infected with COVID-19. Various IoT-based devices such as smart bands, 

and crowd management and monitoring devices were used in this process. These IoT-based devices 

were used to make sure that the person who is infected is isolated and also to monitor weather 

appropriate distancing is followed in the crowded areas. In general, the IoT-based methodology is 

most useful to control and maintain the pandemic by assisting the infected patients, healthcare 

providers, COVID protocol monitoring agencies, etc. IoT-based devices such as smart 

thermometers, smart helmets inbuild with smart glasses, individual smart glasses, IoT-Q-Band, 

Easy band, IoT-based Proximity Tracer, Drone Things (IoDT), IoT buttons, Smartphone 

Applications based on IoT, etc. were deployed.  Table 1 depicts the additional summary of IoT-

based devices deployed for managing the COVID-19 pandemic. 
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Table 1: Additional summary of the IoT devices deployed for managing Covid-19. 
IoT-based Devices Description Applications 

Smart Thermometers 

It comes in a variety of forms, including 
touch, patch, and radiation, and can be 

worn or attached to the skin or under the 
clothing. 

This can be used to discover 
questionable individuals in the 

early stage [47, 48] 

Smart Helmets, Smart 
Glasses [50], 

Due to less interpersonal contact, smart 
wearable helmets and smart glasses with a 

thermal imaging camera are safer than 
infrared thermometers 

When the thermal camera present in 
the smart helmet detects a high 

temperature, the camera records the 
location and image of the person's 
face. Then, an alert is sent to the 

designated mobile device, allowing 
the department of the public to 

identify the infected person [49, 50, 
56] 

IoT-Q-Band [51], EasyBand 
[52] 

To perceive and detect the mobility of 
Covid-19 patients, an IoT-enabled sensor 

device attached to a smartphone 
application was used. 

It can be used to track the patients 
affected with Covid-19 during their 

isolation period 

IoT-based Proximity Tracer 
[53]. 

IoT-based proximity sensors connected 
with mobile phones  

 Using proximity sensors, 
workplace safety can be improved 
by implementing social distance 

policies. To sustain social 
distancing, tracking and contact 

tracing are necessary. This can be  
done by calculating the distance 
between people based on their 

physical proximity 

Drones based on Internet of 
Drone Things (IoDT) 

Sensors, GPS, and communication 
services based on the Internet of Things 

are used. 

Locating, tracking, and delivering 
[54, 55]. 

IoT Buttons 

Through wireless connectivity, a 
programmed button is connected to the 

cloud. 

Patients can use a button to report if 
any hospital facilities need 

cleaning, and the authorities or 
doctors will be notified. [57, 58] 

Smartphone Applications 
based on IoT 

For tracking purposes, IoT-enabled 
smartphone applications use information 

from the Global Positioning System 
(GPS) and Geographic Information 

System (GIS) 

Patients will benefit from 
smartphone applications that use 
the Internet of Medical Things 
(IoMT) to provide them with 

suitable therapies while they are at 
home. [59, 60] 

 

5 Conclusion 
The ongoing pandemic has had a devastating impact on multiple aspects of human life. The ill-

prepared human response has exposed the limitations of our capacity in taking proactive action 

against a calamity of global level. This article has explored the responsibility on the shoulders of 

IST researchers and professionals. Admittedly, IST practitioners have played a pivotal role in 

bringing the situation into control. The duration of information and field-level implementation of 

IT devices has made it possible to keep the world running while people stay at home. This article 

provides an overview of deployed IT and IoT-based solutions and discussed how they are being 

used to minimize the adverse impact of the Covid-19 pandemic. These technologies are evaluated 

based on the data-system-people framework to assess the role of each faction in the framework. 

Later, the article also highlights the challenges faced by the IST community in terms of security, 

ethics, privacy, and the digital divide.  



 
 

http://TuEngr.com Page | 12 
 

6 Availability of Data and Material 
Data can be made available by contacting the corresponding author. 
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